STATEMENT OF COMPATIBILITY

3AAB/IEHWUE O COBMECTUMOCTH

between

MeXKay

Kaspersky Industrial CyberSecurity for Networks,

Kaspersky Industrial CyberSecurity for Networks,

product of

NPOAYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, Russian Federation

125212, Poccua, MockKea,
NenwuHrpaackoe wocce, 4. 39A, cTp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHerwem mmeHyembimu KICS for Networks
u «Jlabopatopua Kacnepckoro» cOOTBETCTBEHHO

and

n

automated process control system (APCS) based
on the following hardware and software
components:

e Yokogawa CENTUM VP R6

e Yokogawa Prosafe-RS R4

e Yokogawa PRM R4

CMCTEMOM aBTOMATU3WMPOBAHHOINO YMNpPaBAEHUA
TexHonoruyeckmmu npougccamu (ACYTN) Ha Base
cnegyroLwmx NporpaMmMHo-annapaTHbIX
KOMMOHEHTOB:

e Yokogawa CENTUM VP R6

e Yokogawa Prosafe-RS R4

» Yokogawa PRM R4

products of

NPoAYKTamK

Yokogawa Electrics CIS Ltd

000 «Mokorasa InekTpuk CHIM»

129110, Moscow, Samarskaya street, 1, business
center Novion

129110, MockBa, Camapckas ynuua, 1, 6busHec-
ueHTp «HoOBMOH»

hereinafter referred to as CENTUM VP, Prosafe-
RS, PRM and “Yokogawa” respectively

B ganbHelwem umeHyembimu CENTUM VP,
Prosafe-RS, PRM u « MoKoraBa» COOTBETCTBEHHO

CENTUM VP is an industrial distributed control
system.

Prosafe-RS is an industrial safety system.

PRM is a software package capable of centralized
management of large amounts of data from
instrumentation, actuators and other production
equipment.

KICS for Networks is specialized passive industrial-
grade network monitoring component of
Kaspersky Industrial CyberSecurity solution aimed
to provide security measures to satisfy
requirements to information and cybersecurity in
field of industrial automation.

CENTUM VP = 3To NpoMmblLLNEeHHan
pacnpefeneHHas cMcTema ynpasieHus.
Prosafe-RS — 3T0 npombiwneHHas
NPOTUBOABAPUNHOM 3aLWMTHI.

PRM — 3TO nporpammHblit MakeT, CnoCcobOHbIN
OCYLLECTB/IATL LEHTPa/M30BaHHOe yrpasneHue
6onbwrmn 06BLEMAMU L@HHBLIX OT KOHTPO/ILHO-

cuctema

M3MEPUTENIbHBIX NPUBOPOB, WCMNOMHWTE bHbIX
YCTPOMCTB, @  TakXKe  NpPOW3BOACTBEHHOTO
0bopyLoBaHUSA.

KICS for Networks — 310 cneuuanmsMpoBaHHbIN
KOMMOHEHT MNacCMBHOIO MOHWTOPUHTA CeTen
NPOMbILLIEHHOrO kKhacca peleHua Kaspersky
Industrial CyberSecurity, npegHa3sHa4yeHHbIM anAa
obecneyeHus mep 6e3zonacHocTH,
YAOBNETBOPAOLINX TpeboBaHKA K
uHbOpMaLMOHHOW W  KubepbesonacHocTn B
chepe NPOMbILINEHHOW aBTOMATH3aLMMN.

“Yokogawa” and “Kaspersky” hereby agree on
the following statement regarding possibility to
use the named products on a common system and
their compatibility:

«MokoraBa» u «Jlabopatopua Kacnepckoro»
HACTOALLMM NoATBEPHAAOT cnepyioulee
3aABneHue OTHOCUTE/IbHO MCNo/Ib30BaHUA

YOKOGAWA
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lkaspersky




YKa3aHHbIX MPO/YKTOB B PAMKax OAHOM CUCTEMbI
1 UX COBMECTMMOCTH:

“Yokogawa” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their products within single system. The outcome
of the tests was that, subject to their individual
system requirements, the products are
compatible and can be used jointly.

«Wokorasa» u «Jlabopatopua Kacnepckoro»
NpOBeNu BCECTOPOHHMWE TECTbl HA COBMECTUMOCTb
WX MPOAYKTOB NpWM OAHOBPEMEHHOW paboTe B
coctaBe efuHOM cuctembl. B pesynbTaTte
TECTMPOBaHMA BblN0 YCTAHOBNEHO, YTO NMPOAYKTLI,
C YY4E€TOM WX MHAMBMAYANbHbIX CUCTEMHbIX
TpeboBaHMWit, ABAAIOTCA COBMECTUMbIMKM WU MOTYT
MCMO/b30BaTbCA COBMECTHO.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

At the same time “Yokogawa” and “Kaspersky”
notice that KICS for Networks product executed
certain cyber security defense functions. To
ensure the integrated information security of the
APCS based on the above mentioned software and
hardware components, an extended set of
protection software approved by Yokogawa
should be implemented.

B c/lydae YCTaHOBKM M UCMONbI0BAHMA NMPOLYKTOB
B pamMKax eguHOM CUCTeMbl 3TO  MOMKET
cnocobcTBOBaThL BbINOIHEHWIO OCHOBHBbIX
TpeboBaHuii, npegbaBAAeMbIX K
nHpopmMauMOHHOM M KubepbesomacHOCTM B
aBTOMaTM3MPOBAHHbLIX CUCTEMAX  YNpPaBAeHMUA
MPOMbILWAEHHbIX 06 BEKTOB.

Mpu 31om «Mokorasa» W «Jlabopatopwua
Kacnepckoro» obpallatoT BHUMaHue Ha To, 4TO
npoaykt KICS for Networks BbinonHaeT cTporo
onpegeneHHble  GQYHKUMK 3awmTtbl.  [OnAa
obecrneyeHms KOMMIEKCHOW WMHGPOPMALMOHHOM
6esonacHoct ACYTI Ha Hase yKasaHHbIX Bbllle
NporpammMHo-annapaTHbIX KOMMNOHEHTOB cnedyeT
NMPMMEHATb  pacliMpeHHbld  Habop  cpeacTs
3almThl, TakKe 0406peHHbIX « MoKoraBa».

AO KASPERSKY LAB

AO «J/labopatopusa Kacnepckoro»
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